
Passwordless is 
just the beginning. 
The future is Keyless
Adopt zero-trust authentication to protect your remote 
workforce and enable strong customer authentication 
with just a look.
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Strong customer authentication 
shouldn’t compromise user experience

KeyloggersPassword reuse Phishing Credential stuffingLost/stolen tokensShared secrets

55%+
of consumer banking traffic was 
malicious logins in 2019

(Forrester Research)

94%
of breaches start with phishing 
attacks targeting people

(Verizon Data Breach Report 2019)

$ 14.7B
fraud incidents and losses with 
mobile phone account takeovers

(Identity Fraud Study, Javelin 2019)

600%+
Increase in phishing attacks 
during COVID-19 pandemic

(InfoSecurity Magazine 2019)

passwords are of the past
problem
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limitations with authentication today 
problem

Existing biometric methods have fundamental limitations

Local Authentication

Centralized Authentication
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unique capabilities powered by 
unique technology

technology

Software Based -
Hardware Agnostic

Keyless does not rely on 
the device hardware or 
sensors, and can thus be 
deployed on a large set of 
devices and appliances

No reliance on Face ID 
or other 3rd party tech

Enroll Once -
Use Everywhere

Users enroll once in a 5-
second process and can 
use it across all devices 
and touchpoints and 
enable seamless recovery

Multi-device support 
and simple recovery

No Biometrics/PII 
Stored Anywhere

Keyless exceeds strictest 
privacy compliance 
requirements since no PII/ 
biometric data is stored 
anywhere

Exceeds privacy 
compliance beyond GDPR

Authenticate Users -
Not Devices

Keyless identifies users 
across every touchpoint, 
so you can make sure that 
the user who is logging in 
is actually the correct user

Unique identity for 
every user
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Locally on user’s device Distributed on Keyless network Locally on user’s device

Nothing to remember Nothing to steal User in control

Note: For further information on the technology, enrollment and authentication flow, please click here

Enroll once, use everywhere, any 
platform, any device

No central honeypot, 
no data on user devices

Fundamental privacy preserving 
technology

unique technology
technology

Capture 
biometrics

Split into shares 
and encrypt

Send to multiple independent servers and match 
encrypted shares against encrypted patterns

Recombine secret for 
one-time use

1 2 3 4

http://keyless.io/technology
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multi-factor by design
technology

User-friendly visible protection Invisible protection

Privacy-preserving 
device recognition (ZKP)

Zero-knowledge, AI-driven 
physical and behavioral biometrics

Distributed private 
computation (sMPC, SSS)

Use anywhere from any 
device and any channel

Continuous and dynamic 
multi-factor authentication

AI-driven state-of-the-art 
anti-spoofing

Factor agnostic, multiple 
biometrics; private by design
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PSD2 SCA done right
solution

→ Unify the experience 
across devices

→ Improve consumer 
experiences

→ Reduce friction and MFA 
fatigue

Nothing to 
remember

Streamline and unify the 
user experience across 
channels and devices 

Multichannel biometric 
experience

→ Offer built-in anti-fraud 
protection

→ Eliminate password-based 
attacks

→ Reduce operational cost 
and risk

Nothing to 
phish

Eliminate phishing and 
account takeover risk with 
interoperable, built-in MFA

Authenticate people, 
not devices

→ Eliminate the need to 
copy/paste OTPs

→ Meet GDPR and PSD2 
SCA requirements

→ Build trust with your end 
users

PSD2 SCA 
compliant

Meet PSD2 SCA 
requirements with built-in 
MFA in just one look

SCA with just one look

→ Integrate seamlessly in 
any native app

→ Roll out across all devices 
and platforms

→ Enroll once, use across all 
consumer touchpoints

Easy to 
deploy

Lightening fast integration 
and deployment, on all 
platforms across all devices

Rapid time-to-value

Embrace PSD2 compliant strong customer authentication to eliminate fraud, 
phishing and credential reuse while enhancing customer experience
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Keyless Mobile SDK
Passwordless MFA across all customer touchpoints

09

Many use cases, easy to integrate

PSD2 SCA
Provide your customers with a unified experience with built-
in MFA that eliminates fraud, phishing and credential reuse

Customer MFA
Integrate superior passwordless security that authenticates 
people, not devices, in minutes - for all users, on any device

E-signature
Provide your users the ability to electronically sign 
documents using their face biometrics, from any device
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Integrate superior passwordless security that authenticates 
people, not devices, in minutes - for all users, on any device.

Customer MFA
Secure access to your applications with just a look

$ 4M is the average total cost 
of a data breach
(Ponemon Cost of Data Breach Report 2019)

Unified UX across 
all customer 
devices, hardware 
agnostic

Make sure the right 
person is 
authenticating by 
uniquely identifying 
your users

Minimize the risk of 
phishing, credential 
reuse and account 
takeover

Comply with GDPR 
by delivering 
biometric SCA 
without storing and 
processing PII data

Reduced IT time & costs Rapid time-to-value

Better user experience Strong security posture

1 2

Passwordless login for your customers

4

3

4

“

Integrate with your existing identity provider:

Customer

Your IdP Keyless Server
Authenticator App

Keyless Network
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Provide your customers with a unified experience with built-in 
MFA that eliminates fraud, phishing and credential reuse.

PSD2 SCA
Authorize payments with just one look

Frictionless 
authentication for your 
users with no reliance 
on Face ID or other 
hardware-based 
biometrics

Integrate 
seamlessly in your 
app in less than a 
day, with step-by-
step documentation

Multiple devices, 
one identity – no 
need to re-enroll on 
every new device

Comply with GDPR 
by delivering 
biometric SCA 
without storing and 
processing PII data

Reduced friction
Remove the authentication 
pain from your customers

Rapid time-to-value
Lightening fast integration 
and deployment, on all 
platforms

Better user experience
Customized UX for your app 
and users

SCA, PSD2 compliance
Eliminates risk by keeping your 
users’ data secure and private 
by design 

“
49% password-driven cart 
abandonment rate (Visa); and 
51% of passwords are re-used 
across different services 
(University of Oxford)

Android

iOS

React Native
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UX

Security

Compliance

Costs

Spoofing-proof, phishing resistant 

Any device w/ camera (HW/OS agnostic)

Built-in MFA with just one look

Exceeds GDPR compliance

No PII stored or processed anywhere

No password related support calls

Easy integration and maintenance

Local
biometrics

Consistent experience across all devices

Mobile
Push

OOB
SMS or Email

Hardware
token

Server-side 
biometrics

the competitive edge
solution
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case study 
success story

Secure remote access for virtual exams

In response to COVID-19 lockdowns, LUISS Guido Carli 
University partnered with Keyless and Cisco, to allow their 
students to sit their summer exams remotely

13+K

Students

6+K

Virtual exams

2.2K

Auth/day

10

Days to go-live

Keyless ZKB™ : Zero-Knowledge Biometric Authentication  

"The integration with LUISS and Keyless is a concrete example of the 
potential that can be unleashed when best available technologies come 
together. We’ve each approached this integration with openness, flexibility 
and safety in mind. In doing so, we’ve been able to ensure thousands of 
students can continue with their studies, pass their exams and graduate,” 
said Agostino Santoni, CEO of Cisco Italy.

Keyless Authenticator™
Simple, secure, and above all, private

Nothing to remember
No central honeypot, 
no data on user device

Nothing to steal
One look multi-factor 
authentication

Ubiquitous experience
Any platform, any 
device, anywhere

Anti-fraud protection
Eliminates phishing 
and man-in-the-middle 

Privacy compliance
GDPR compliant, 
private by design

Easy to deploy
Integrates with all 
identity providers
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Pilot-to-production 1. Pilot 2. Production

• High assurance rapid proof 
of value framework

• Zero upfront long-term 
commitment

• Pilot-to-production 
execution plan tailored to 
your business goals

• Seamless integration with 
existing IAM system

• Co-development support

• Dedicated Keyless pilot 
environment

• Clear success metrics 
and fixed timeline

• Controlled number of 
users and use-cases

• Dedicated expert to 
assure success

• Simple automated 
promotion to Keyless 
production

• Staged roll-out into your 
production environment

• Dedicated roll-out 
support

• Third party security 
verified Keyless 
infrastructure 

• Enterprise SLAs

• SaaS (cloud agnostic) or 
on premise, or hybrid

Effort: ~1 week Effort: ~2 weeks

Deployment and dedicated support from experienced Keyless team 
and trusted Keyless partners specialized in your industry

Simple subscription

Small to medium – up to 1,000 users
• Subscription based on number of 

users 
• 2 bundles available (Keyless Base and 

Keyless Pro)
• Discounts on multi-year subscription

Large to unlimited – from 1,000 users
• Subscription for large user bases 

across tiers up to unlimited use
• Discounts on multi-year subscription 

and tailored pricing apply

rapid proof of value
approach



Thank you!

https://keyless.io
info@keyless.io

@KeylessTech
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Authenticating people, not devices
user identification

When using device-native biometrics, the device is authenticated – not the user.

When device biometrics are used, the 
signing key is associated to the device 
rather than to the user.
All enrolled users will authenticate using 
the same device key.

When Keyless is used, the signing key is 
generated directly from the user’s 
biometrics. Each enrolled user will 

authenticate  only with his unique key, 
allowing the service to identify the user.
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Enroll once, use everywhere
multi-device

1 User enrolls on his first device, after going through 
onboarding process. His device his linked to his biometric 
template.

2 User adds his second device by scanning a QR code 
on his first device. Both devices are linked to the 
same template. No onboarding needed.

iPhone 7

iPhone 7

Android 63 User can add and 
revoke devices 
from any of his 
linked devices –
fully self service.

Device 1
Device 2
Device 3

Save on onboarding costs and user friction by ensuring users don’t go through a long, tedious 
onboarding process for each device.
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solving SCA challenges
solution

Fo
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to

m
er

18

With Keyless zero-knowledge distributed architecture, data can never be stolen or lost because no 
private information is accessible to anyone but the user; patent-pending secure multi-party 
computation and cryptographic mechanisms achieve MFA with just a look

Zero-trust multi-
factor security

Fo
r t

he
 B

an
k

Built-in anti-fraud 
protection

Enhanced customer 
experience

Easy to deploy

Privacy compliance
Comply with GDPR even as privacy regulations change over time and across jurisdictions by 
delivering unified biometric SCA without storing and processing personal identifiable information

Unify your authentication journeys across all customer touchpoints, on every channel and device; 
there is nothing to remember, nothing to type, nothing to lose or to forget; accelerate mobile 
adoption and transaction speeds

Protect your customers from credential stuffing and phishing attacks; fraud-proof payments and 
secure user login with cryptographically signed transactions - eliminating the use of passwords and 
other shared secrets across mobile and web applications

Leverage SCA in your application with one simple SDK; deploy and operate Keyless Zero-Knowledge 
Biometrics (ZKBTM) your way – on prem or as a service;  Keyless plugs into your current IAM using 
standard protocols or native plugins, and is compatible with all end user device types and platforms
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supporting materials (1/2)
materials

Company presentation click here Strong Customer Authentication click here

Document Link Videos Link

Product presentation click here

One-pager - Workforce click here

Customer MFA click here

VPN Authentication click here

VDI Authentication click here

Windows Login click here

Windows Login - Workstation click here

Workforce MFA click here

RDP Authentication click here

Demo - OKTA Integration click here

Demo - ForgeRock Integration click here

Demo - Auth0 Integration click here

One-pager - Consumer click here

Use case: Financial Services click here

Use case: Keyless for PSD2 click here

Whitepaper click here

Technology : How it works click here

https://docsend.com/view/agyua3j
https://www.youtube.com/watch?v=8v3wnWGuVb8
https://docsend.com/view/p6n2h7rwikfuh3t7
https://docsend.com/view/jcgqd8ppz8jzeuw3
https://www.youtube.com/watch?v=w5uIepNdeRQ
https://www.youtube.com/watch?v=ckHxT_Q__QM
https://www.youtube.com/watch?v=KPVKXSypoY8
https://www.youtube.com/watch?v=NegkhI-WTKY
https://www.youtube.com/watch?v=8v3wnWGuVb8
https://www.youtube.com/watch?v=MhPopWpXvY8
https://www.youtube.com/watch?v=Z99QNOH2uNA
https://www.youtube.com/watch?v=tL5LFiUVObo&list=PLRsOuKOiF3Rr1ATX5aDhHsBDDnLUt_PAi&index=12
https://www.youtube.com/watch?v=_gwW9Y1EoT0&list=PLRsOuKOiF3Rr1ATX5aDhHsBDDnLUt_PAi&index=14
https://www.youtube.com/watch?v=NTK3rLI0d5s&list=PLRsOuKOiF3Rr1ATX5aDhHsBDDnLUt_PAi&index=15
https://docsend.com/view/tr5z2if276t4bf27
https://docsend.com/view/p9y8cc84udw54fa2
https://docsend.com/view/jztf9gj
https://docsend.com/view/4ti7rkd469kf6a2d
https://www.youtube.com/watch?v=hbUHqNciVhA&t=6s&ab_channel=Keyless
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supporting materials (2/2)
materials

Thought Leadership News and awards

• Why you must go passwordless

• Embracing user-friendly authentication as strong 

security in Europe

• Identity is the new perimeter — how can 

companies protect it?

• What is Strong Customer Authentication?

• How Keyless uses zero-knowledge proofs to 

protect your privacy

• Why legacy security models don’t work?

• What is zero-trust security?

• The 10 most common cybersecurity threats

• Official Partnership Microsoft Azure AD B2C

• Debut in Gartner’s Hype Cycle for IAM

• Live with LUISS University and 10K students in 

partnership with Cisco

• #1 B2B Startup in South Europe ($500K prize)

• #1 Biometric Authentication Solution in Banking 

Tech Awards

• #1 Startup in Italy - Telsy challenge

• #1 Startup in BNP Paribas challenge (€20K prize)

• #3 Startup in Slingshot 2020 Global (S$50K prize)

• #4 Top 7 Passwordless solution

• #Top 10 anti-phishing solution

https://medium.com/keylesstech/why-you-must-go-passwordless-89da725d16da
https://medium.com/keylesstech/embracing-user-friendly-authentication-is-key-to-strong-security-in-europe-2b8178870f14
https://medium.com/keylesstech/identity-is-the-new-perimeter-but-how-can-companies-properly-protect-it-a1fd5696d02e
https://medium.com/keylesstech/what-is-strong-authentication-b3ae2b86a592
https://medium.com/keylesstech/how-keyless-uses-zero-knowledge-proofs-to-protect-your-private-data-255d936be4fd
https://medium.com/keylesstech/why-legacy-security-models-dont-work-5ea3b0f192da
https://medium.com/keylesstech/what-is-zero-trust-security-cad4a9e16899
https://medium.com/keylesstech/the-10-most-common-cybersecurity-threats-fe9de9e4af10
https://azure.microsoft.com/en-us/services/active-directory/external-identities/b2c/?
https://medium.com/keylesstech/keyless-makes-debut-in-gartners-hype-cycle-for-identity-access-management-technologies-2020-24ed8ae372cf
https://www.ilsole24ore.com/art/luiss-esami-distanza-l-ausilio-una-startup-innovativa-ADQDrvR
https://medium.com/samaipata-ventures/southern-european-stars-2020-and-the-winner-is-82d8863b821e
https://www.linkedin.com/posts/keylesstech_bankingtechawards2020-passwordless-gokeyless-ugcPost-6745306322964647937-1Y5A/
http://www.lazioinnova.it/news/regione-lazio-keyless-vince-la-challenge-telsy/
https://www.insuranceup.it/en/call4ideas/open-fb-call4ideas-2020-the-winners-of-the-seventh-edition/
https://slingshot.agorize.com/en/challenges/2020-edition/pages/top-10-semifinalist?lang=en
https://geekflare.com/passwordless-authentication-solution/
https://threat.technology/phishing-top-companies-providing-phishing-solutions/

