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Capital markets are a magnet for money launderers. 
Criminals hide their trails in complex networks 
of entities and transactions, making it difficult for 
financial institutions to effectively detect risk and 
prevent financial crime. 

Traditional transaction monitoring systems only provide a one-
dimensional view of risk and are not designed for capital markets 
products or transactions. This exposes financial institutions to the 
threat of money laundering, and now they are paying the price for 
ineffective and inefficient anti-money laundering (AML) systems. 

A contextual approach to monitoring protects your capital markets 
business from financial crime and money laundering by enabling 
better risk management. 

Detect hidden risk with a contextual 
approach to capital markets AML

https://www.quantexa.com/?utm_source=pdf&utm_medium=markets_ebook&utm_campaign=footer_website


June 2020 will mark one year since the Financial Conduct Authority 
(FCA) published its findings from its thematic review looking at the 
money laundering risks and vulnerabilities in capital markets. The 
review shared common typologies to help combat financial crime. Firms 
have responded at varying levels; those still waiting to take action to 
protect capital markets businesses should not delay any longer.
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Why now?
Capital markets businesses 
are at high risk of money 
laundering and are becoming 
the focal point for regulators 
across the globe. 

Financial institutions will 
continue to face increasing 
pressure to detect suspicious 
behavior and increase 
suspicious activity reporting. 
As a result, those who fail to 
establish and implement more 
effective AML systems will 
likely be met with large fines 
and reputational damage.

www.quantexa.com

Globally, the capital markets industry is shifting from a culture of solely 
technical compliance to an increased focus on effective outcomes and 
properly managing risk. In December 2019, the Wolfsberg Group stated 
it recognizes that no two financial institutions are the same and each 
financial crime program should specifically focus on whether its efforts are 
effective in achieving the overall goals of the global AML regime, which go 
beyond technical compliance. 

In 2020, the U.S. Department of the Treasury emphasized, within its 
national strategy to combat illicit finance, its intent to increase supervisory 
focus on effectiveness, and incentivize financial institutions to implement a 
risk-based approach.

A culture of compliance vs. a culture of risk management

https://www.quantexa.com/overcome-money-laundering-in-capital-markets/?utm_source=pdf&utm_medium=markets_ebook&utm_campaign=FCA
https://www.quantexa.com/?utm_source=pdf&utm_medium=markets_ebook&utm_campaign=footer_website


Financial institutions devote a significant amount 
of resources to practices designed to maximize 
technical compliance, while not necessarily 
optimizing the detection or deterrence of 
illicit activity. Financial institutions should be 
encouraged to identify current practices that… 
are of little financial crime risk management 
value to the financial institutions.

- The Wolfsberg Group, Statement on Effectiveness 

“

”

https://www.wolfsberg-principles.com/sites/default/files/wb/pdfs/Effectiveness%201%20pager%20Wolfsberg%20Group%202019%20FINAL_Publication.pdf


January 
$20m

September
$413m

August
FinCEN proposed rule to 

extend AML obligations to 
certain registered investment 

advisors (RIAs)

December 
$16.5m

January 
$629m

December  
$26m

May
$6.2m

October 
$15m

May
$17m

December 
$7.3m

December 
FATF in its US Mutual Evaluation 
Report calls for Priority Actions 
to apply AML/CFT obligations to 

investment advisors

March
$1.3m

December 
$5m +$10m

2015 2016 2017 2018 2019

In recent months, the FATF, FINRA and the FCA all have released additional regulatory guidance and there has been an 
uptick in the number of enforcement actions.
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Fines for financial crime in capital markets are rising

Inadequate policies and procedures for detecting suspicious activity
Particularly in firms that experienced high business growth and/or in 
firms that do business in high-risk products, e.g. low-priced securities 
(aka penny stocks).

Critical data feeds excluded from AML monitoring 
Gaps in data feeds or, for example, use of suspense accounts to 
process foreign currency money movement and conversion can block 
the source of funds from being monitored.

www.quantexa.com
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Certain characteristics of capital markets 
make it challenging to detect money 
laundering activity. Many financial institutions 
rely heavily on manual processes or have 
attempted to adapt retail and market abuse 
models to provide coverage. This results in 
high false positive rates, undetected risk and 
few suspicious activity reports filed.

How to spot money laundering 
in capital markets
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High volumes and fast pace of transactions

Unconnected and fragmented data

Intermediated customer relationships 

Complex networks of entities and transactions

Electronic trading venues and markets

Variety of asset classes

Challenges in detecting suspicious 
activity in capital markets

www.quantexa.com

The following are just a few reasons why detecting 
suspicious activity in capital markets is so difficult:

Why now? How to spot money laundering in markets From transactional to contextual monitoring What can your firm do
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The mirror trading scheme facilitated the expatriation of billions 
of dollars from Russia. This is a simple, yet effective, example to 
demonstrate why entity resolution and network generation are 
required to uncover indirect, hidden relationships that are critical 
to detecting suspicious activity in capital markets.

The mirror trading example

The mechanics of a 
mirror trading scheme: 

The illicit actor uses a 
securities broker to gain 
access to the market to buy 
and sell securities. This 
integrates large sums of illicit 
cash into legitimate securities 
and enables this value to 
be quickly moved across 
jurisdictions.

www.quantexa.com

Securities Market

Offshore companySecurities brokerIllicit actor

Linked by common owner

Currencies (RUB)

Clearing Settlement

Execution

Currencies (USD)

SecuritiesSecurities

Buy side Sell side
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Entity resolution and network generation is 
critical to detecting risk in capital markets.

https://www.quantexa.com/?utm_source=pdf&utm_medium=markets_ebook&utm_campaign=footer_website


Regulators around the world now have 
a greater understanding of the risks 
in the complex capital markets space. 
As a result, we expect to see more 
investigations and fines. 

This had led to a paradigm shift from 
traditional rules-based transactional 
monitoring systems to contextual 
monitoring.

From transaction monitoring 
to contextual monitoring
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Existing systems take a one-dimensional 
approach to risk detection and will look at a 
transaction in isolation. Complex financial 
crime scheme within capital markets, such 
as money laundering, can only be detected 
using a contextual approach. By enriching 
internal data with external sources and 
building networks of relationships, financial 
institutions can create a contextual 
view of a customer to generate more 
meaningful alerts and effectively detect 
risk. By automating laborious parts of 
the investigative process, institutions can 
realize efficiency gains.

www.quantexa.com
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To overcome the current 
challenges of detecting money 
laundering in capital markets, 
financial institutions must 
upgrade transaction monitoring 
systems and adopt a contextual 
approach. 

By building context around 
customers and their activity and 
behavior, you can create a holistic 
view to enable better and faster 
decision making.

Embracing contextual decision intelligence

Customer risk

Behavioral risk 
and typologies

Internal and external data

Open architecture

www.quantexa.com
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Risk should be 
viewed holistically 
at the client-
level, not the 
transaction-level.

https://www.quantexa.com/?utm_source=pdf&utm_medium=markets_ebook&utm_campaign=footer_website


Better decisions start with better context

SELL SIDE BUY SIDE
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Six separate companies are engaging in trades
of securities: three companies are selling securities 

to the other three companies

By building a contextual 
network, hidden 

relationships and the 
resulting trading pattern 

are illuminated. As a result, 
the same trading activity 
now appears unusual and 

potentially warrants a SAR

External data sources 
enrich transaction data to 

show that all six companies 
are connected to Person A

Person A

Director
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Director

Director
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CUSTOMER RECORD

BUSINESS ENTITY

TRANSACTION

THIRD-PARTY DATA

TRADE FLOW

A contextual view of risk enables 
financial institutions to more 
effectively detect suspicious activity.
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How contextual decision intelligence works
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To address financial crime risk in capital markets, securities providers with both a bank and broker-dealer must take 
a group-level approach to address all inherent risks across the institution. By creating a single view of their customer 
and adopting a contextual approach, securities providers can more precisely identify risk, bridge the gap between trade 
surveillance and AML, and drive efficiency gains and cost savings.

1. Understand your customer
Build context around your markets 
customers using entity resolution and 
network generation to uncover hidden 
relationships

2. Find patterns of behavior
Utilize sophisticated analytical 
techniques to create behavioral 
profiles and understand what different 
peer groups should look like

3. Detect suspicious activity
Automatically generate contextual 
alerts to identify high-risk 
relationships and analyze those who 
deviate from usual behavior

www.quantexa.com
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The fusion of trade surveillance and AML

12From transaction to contextual monitoring

Criminals can exploit capital markets firms to generate 
and launder illicit proceeds. Deficiencies related to the 
proper identification of risk and inadequate SAR filings 
underpin many of the recent enforcement actions. 

Capital markets firms will need to synthesize intelligence 
derived from all monitoring activities— including trade 
surveillance and AML monitoring—in order to see the 
complete picture of all suspicious activity and file a higher 
number of improved quality SARs.     
    

Regulators have an expectation that firms will consider these monitoring activities together. 
FinCEN requires financial institutions to report all types of financial crimes on the Suspicious Activity Report (SAR). 

In its letter to UK Finance, the FCA stated:

“There is significant overlap between market abuse and certain financial crimes… Firms must consider both the civil offence of market abuse 
and financial crime through a single suspicious order or transaction.”

Trade
Surveillance

AML
Monitoring

Integrated
Surveillance

www.quantexa.com
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Securities providers may also draw upon 
surveillance frameworks and tools used to 
detect predicate offences to money laundering, 
such as market abuse and insider dealing in 
securities, to identify suspicious transactions. 
Integration of existing data sets more efficiently 
into an AML/CFT framework can produce more 
effective results.

- The Financial Action Task Force (FATF),  
Guidance for a Risk-Based Approach For 
the Securities Sector

“

”

https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/RBA-Securities-Sector.pdf 
https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/RBA-Securities-Sector.pdf 
https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/RBA-Securities-Sector.pdf 


Sophisticated financial crime and money 
laundering methods won’t be uncovered 
using traditional rules-based monitoring. 
Regulators are homing in on these more 
sophisticated methods, so institutions 
must act now to avert enforcement actions 
and the accompanying reputational risks. 
Many organizations have already begun 
the journey.

Synthesizing your trade surveillance 
efforts with your AML efforts is critical to 
empowering your institution to accurately 
and efficiently detect all potential crimes. 
Instances of securities fraud and market 
abuse, for example, should be reported 
together with any potential money 
laundering activity.

Partnering with the community and 
engaging with your peers, advisors and 
vendors will help your financial institution 
gain a better understanding of the 
regulatory climate. Find out how peers are 
responding to the heightened regulatory 
pressure and expectations, and what 
solutions are available to help you innovate, 
automate and deliver effective outcomes.

Don’t wait until it’s too late. Integrate your monitoring. Engage with your community.
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What can your firm do
Recent enforcement actions prove that not only are a large percentage of financial institutions unprepared, but some are 
also unaware of capital markets risks or how to detect them. There is no one-size-fits-all approach to controls. FATF’s 
risk-based approach guidance stresses that institutions must holistically consider and estimate their risk across various 
business lines.

1 2 3
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Create context to mitigate capital markets risk

Quickly adapt to risk

Adjust models and user interface to adapt 

to new risk and typologies as they emerge

Increase efficiency

Reduce false positives and the time spent 

on manual data collection

Gain broader coverage

Bridge gaps between data and work-

stream silos to ensure full coverage and 

understanding of your financial markets risk

Increase effectiveness

Improve risk detection with a contextual 

view and identify productive, higher risk 

alerts that require immediate attention

www.quantexa.com
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Book a demo
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Visit our website 
to learn more about quantexa
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E.  info@quantexa.com 10 York Rd,  London SE1 7ND

200 Broadway,  New York,  NY 10038  
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